F5 FirePass ‘xcho’ Cross-Site Scripting vulnerability

CVE reference: CVE-2009-2119

Vulnerability discovered: May 01, 2009

Discovered by: Sjoerd Resink, Fox-IT BV (https://www.fox-it.com)
Reported to vendor: May 14, 2009

Fix available: May 28, 2009

Product

F5 Networks FirePass SSL VPN controller provides secure access to corporate applications and data
using a standard web browser. More information can be found at:
http://www.f5.com/products/firepass/

Vulnerability

The ‘ny. | ogon. php3’ script of the F5 Networks FirePass SSL VPN controller is vulnerable to Cross-
Site Scripting (XSS). The vulnerability specifically resides in the ‘*xcho’ parameter. No
authentication is required to exploit this vulnerability.

Details
When visiting a vulnerable F5 FirePass appliance at:

https://vul nerabl e_firepass/vdesk/

your web browser will be redirected to a location such as the following:

https://vul nerabl e_firepass/ ny. | ogon. php3?l ogout =1&cho=bT1XVzkxY2l Cel pYTnphVzl 1SUdoaG\5Qnx
SEIWY21VA0xqd2hMJzBnYzJsalBURXI Nel ExTnpj NEQUQXhNak OwWTl RZMD9Ea3dNVEl 6 TkRVM56Zz VNREVSTENCam y
OXJhV1UsT3I CTI Vr aFRaVEE56 YVe 5dVBURXI Nel Ex Trpj NEQUQXhNak OwTl RZMD9Ea3dNVEl 6 TKRVIVK56Zz VNREV5 T3] C
VINFOVRWRDF6ZEd GdVpHRnI aRHNNZFZKdI | XMWWaWEAWUTI 5dnEy bGxQVI JGVTFRNOI GVI NTVEnTDNaalpYTnJMeTBO
UCGc9PSZzPTEYy Mz QLNj c40TAXM MONTY3ODkwMT | z NDU2Nz g5 VDEy

Within the source of this page you may notice a line such as:

Your session has expired.<!-- sid=12345678901234567890123456789012, cooki e=
MRHSessi on=12345678901234567890123456789012; VHOST=st andard; uRoanilest Cooki e=TEST; URI
/ vdesk/ - ->

As it turns out, this line is actually a decoded version of the parameter ‘xcho’. This decoded
version is returned in the ‘ny. | ogon. php3’ page without sufficient validation.

The parameter ‘xcho’ is a base64 encoded string. The decoded value looks like:

MW 1ci BzZXNzav®ul GhhcyBl eHBpenvkLj whLSOgc2l KPTEy Mz QLNj c40TAXM MONTY3ODKWMTT zNDU2Nz g5MDEY LC
Bj b29r aWJ9Oy BNUKhTZXNz aVuPTEy Mz QLNj ¢40TAXM MONTY3ODKkwMT| z NDU2Nz g5 MDEy Oy BWSE9 TVD1z d GFUZGFy ZD
sgdVIvYWLUZXNOQ@9va2l | PVRFULQ7I FVSSTogL3ZkZXNr LyOt Pg==8s=12345678901234567890123456789012

Parameter 's’ must be a valid ID which proved to be based on ‘mf and a host based factor.
However, we currently do not know the exact details of how this value is calculated. Parameter ‘m
again is a base64 encoded value. After decoding ‘nl, this value looks like:

Your session has expired. <!-- sid=12345678901234567890123456789012, cooki e=
MRHSessi on=12345678901234567890123456789012; VHOST=st andar d; uRoanTest Cooki e=TEST; URI
[ vdesk/ - - >

Obviously, this is the same string as displayed in the ‘ny. | ogon. php3’ page.




Exploitation
As the parameter ‘s’ must have the correct value for a payload (contained in ‘mf) to be returned to
the browser, we use the vulnerable FirePass appliance to calculate the correct value of ‘s’ for us.

To reproduce this issue, visit a vulnerable F5 FirePass appliance and change the value of the cookie
‘uRoanTest Cooki e’ or add a custom-made cookie with the following value (or name):

--><script>alert(String.fronCharCode(88, 83, 83))</script>

Next, point your browser to:

https://vul nerabl e_firepass/vdesk/

Your web browser will be redirected to a location such as the following and a JavaScript alert box
appears:

https://vul nerabl e_firepass/ny. | ogon. php3?l ogout =1&xcho=bT1XVzkxY2l Cel pYTnphVzl 1SUdoaG\5QnxI|

SEIWY21VA0xqd2hMJzBnYzJsalBURXI Nel ExTnpj NEQUQXhNak OwWTl RZMD9Ea3dNVEl 6 TkRVMK56Zz VNREVSTENCam y
OXJhV1UsT3I CVINFOVRWRDF6ZEd GdVpHRNI aRHNNZFZKdI | XMWaVWE4AWUTI 5dnEy bGx QUz BOUGp4el kz SnBj SFEt Wd4
bGNUWOVMLI5YVe 1bkxt Wal i M FEYUdGeVEy O/ aU2cO0TON3SNE15dz RNeW WUEMBel kz SnBj SFEt T3l CTI Vr aFRaV\ES6
YVe5dVBURXI Nel ExTrpj NEQUQXhNak OwTl RZMD9Ea3dNVEl 6 TKRVIK56Zz VNREV5 T3l CVI Vr azZJ Qzky Wk dWenF50HRM
VDQQJINMBMTT zNDU2Nz g5 MDEY Mz QLN c4O0TAXM MONTY3ODKWMT| =

A malicious user may use this URL for exploitation. This vulnerability can be used to execute
arbitrary JavaScript code on the computer of a user as if it genuinely originated from the target
domain. In order to do this, an attacker would have to lure the user into visiting the specially
prepared URL. Pages can be modified in such a way that any data entered into password fields will
not only be sent to the F5 FirePass appliance, but also to the attacker. More advanced exploits of
XSS also enable attackers to abuse the user’s computer as a stepping stone for launching further
attacks on the user's internal network.
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