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Share your files safely and quickly in a very simple way

Fox Client Portal

Exchanging files in a controlled and secure manner is often complicated and cumbersome. Fox-IT offers

the Fox Client Portal for this; a safe, trusted and easy way to exchange files.

Sending files securely via email is possible, but requires that encryption is applied properly.
Implementing this is expensive and use is often experienced as cumbersome. In addition, large files
often cannot be emailed. Online alternatives to exchange information are not considered safe enough
by many organizations. With the Fox Client Portal it is possible to exchange (large) files in a controlled
and secure manner. The solution runs on a web server that is accessed via a standard browser via

HTTPS. After this, the files prepared for the user(s) can be down and/or uploaded. Safe and simple



Fox client Portal

Exchange files safe and easily
Personal addressbook
Clear role model

Requires a webbrowser

2-factor authentication via password and

sms
Files are automatically deleted

Files are encrypted

Suitable for large files

Fox Client Portal can be offered as hosted

solution

We, Fox-IT, also have to send files regulary and of

course use ouw own Client Portal for this.
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WHY THE Fox Client Portal?

For many, sharing information is an important part of their daily work. In many cases this
concerns (company) confidential information. Email is a widely used communication medium, but
is not considered suitable for sending confidential data. When encrypting e-mail, a trusted
exchange of keys must take place beforehand or a trusted PKl infrastructure must beused. In
addition to e-mail, existing cloud solutions are often looked at, but the confidentiality and
integrity of the data is difficult to guarantee. The Fox Client Portal solves these problems for you
by providing a secure and trusted platform to share information with colleagues and customers,

in awell-organized and understandable website.

SAFE

The entire communication between the browser and the Fox Client Portal is encrypted using HTTPS. In
addition, 2-factor authentication is used when logging in, whereby a one-time password is sent via
SMS. All files uploaded are stored encrypted, with a unique password for each recipient. This makes it
impossible for even the administrators of the server to view the files. The Fox Client Portal is subjected
to an extensive audit, which guarantees that the product meets the high quality and security

requirements of Fox-IT.

EASY
The Fox Client Portal is a web application and is therefore accessible to anyone with a browser; so
there is no need to install a program. The Fox Client Portal is designed for simplicity and also suitable

for large file transfers.

How does it work?

The Fox Client Portal has two types of users in the standard installation:employees and customers.
Only employees and administrators can create new accounts. Every user of the Fox Client Portal has a
personal address book, where only employees can compile their own address book. When submitting
one or more files, only recipients from their own address book can be selected. Itis possible to
determine how long a file remains available to the recipients and whether the file is deleted after the
first download. The recipients each receive a notification by e-mail that a new file is available and an

SMS with the password needed for decryption.

The Fox Client Portal is delivered as a total solution of hardware and software, but can also be delivered
hosted in the Fox-IT data center. In this data center, the servers are hosted in an extra secure
environment with its own alarm system and 24x7 monitoring. Of course, there is also plenty of

bandwidth available.
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